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Secure Systems
Preface
Internet security is a very dynamic field and eCommerce has simply brought the whole issue into
sharper focus. Anyone working in the eCommerce field today must live on a day-to-day basis with the
problems and threats posed by poorly secured systems. In the light of this, most professionals find
themselves constantly needing to acquaint themselves with the latest loop-holes that have been
discovered and the tools to fix them. Sometimes this is just a debate that rages about the potential
problems and sometimes it is more serious. Most larger eCommerce companies will hold a weekly
seminar where all the interested parties gather to discuss the current security status of the system. If a
big break-in occurs, then it is a sure thing that someone's head will roll.
This assignment is my opportunity to experience the ease (or not) of getting hold of useful
information about emerging and, in some cases, established technology and solutions to the security
issue. For my report, I will outline the technical basis and deployment context of the following
subjects:
•
•
•
•

Hacker tools as a means of self-evaluating system security
Kerberos
System Complexity Management
Intrusion Detection Systems

The list of areas that I will explore and document for each selected subject include,
•
•
•
•

An introduction and description to the technology and the security issue(s) it addresses/causes.
How the technology would be deployed/managed?
What form and degree of protection does the technology provide?
What is the shelf-life of the technology? (i.e. Is it (or is it likely to become) an industry
standard or is it some back-yard solution?)
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Hacking tools as a means of self-evaluating system
security
You cannot deny that the Internet has opened up the information border in our world. Information in
the media has vastly increased during the past 20 to 30 years. Remote Access, eCommerce, telephony,
video conferencing, information distribution and freedom of speech evolved and was the result of this
technological revolution. Similarly, the good as well as the bad has been migrated as well. During the
1960’s, there was a famous robbery called “The Great Train Robbery”. It was a dirty and violent
crime where several million pounds were taken. Nowadays, clean and non-violent electronic robbery
exists while the number of physical crime reduced. Theft over the Internet has grown fast, where
millions of dollars could be transferred through a click of a button. This had lead to an increase in
security over the World Wide Web. The issues of security in relation to guarding information against
loss or danger are primarily concerned with ensuring that information keeps its integrity.
Most cases of hacking or cracking attempts occur from hardware and software flaws, bugs, or gaps,
caused both by the attacker, and by the user or programmer, sometimes intentionally while at other
times by mistake. The early hackers (few in numbers) had a talent, or 'a knack' for finding such holes.
They documented as many flaws as they could, and also created hacking/cracking tools to automate
the infiltration. These tools and documents can work to a security manager's advantage; after all,
“To defeat the enemy, one must first know the enemy”1
Outlining and analysing all the tools will be beyond the scope of this report, but the theory could be
summed up into two sections.
Know the exploits

&

Fix/Prevent the exploit

It is very necessary for a security administrator to have a documented report on all the possible
exploits, bugs, and flaws found on his software, hardware, and network topology so that he would be
prepared for any attacks that may happen, and have an advantage or be one step ahead in prevention
and patching. It is also important for the administrator to have the necessary software and hardware
tools needed to prevent, fix, and monitor the system.

Know The Exploits
Of all the research I have done, Metasploit emerges at the top of the list. 'The Metasploit Framework
is an advanced open-source platform for developing, testing, and using vulnerability exploit code. The
goal is to provide useful information to people who perform penetration testing, IDS signature
development, and exploit research. It is created to fill the gaps in the information publicly available
on various exploitation techniques and to create a useful resource for exploit developers'..2
1 Sun Tzu – The Art of War
2 Metasploit - http://www.metasploit.com/
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The following page shows two screen shots of Metasploit and a possible exploit.

In this example, a security administrator running IIS 5.0 now knows of that particular exploit, and can
repair a fix, or proper filters to reduce any damage or prevent such an attack. One could argue that an
attacker also has access to such information, but security is a cat and mouse game. One must always
be prepared, and tool providing such knowledge has a deep impact and gives a high degree of
protection. It is frequently updated, giving it a long lasting industrial standard shelf-life.
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Moderation, Prevention, & Repair
I have tested many different varieties of software and hardware self evaluation tools, and here is a
sum of the most commonly used ones,
•

•

Scanning
•
Port & Packet Scanning
•
NMAP
•
Ethereal
Monitoring & Repairing
•
AA Tools
•
Spybot Search & Destroy

Port & Packet Scanners
NMAP:
NMAP is a free open source utility for network exploration, security scanning, security exploitation,
and server testing. It is open source, allowing experienced users to refine the software, fix errors and
bugs, as well as improve its quality and power by distributing its source code to the public. NMAP is
designed to both scan single hosts, as well as giant networks of computers. When scanning
computers, NMAP can find what hosts are available on the network, what operating system is
installed and running, and what type of filters and firewalls are in use. An advantage of NMAP is that
it can run on many different platforms, such as Windows and Unix operating systems. Its multi
platform availability, along with ease of use and power makes it one of the best scanning software you
can use.
NMAP can be used by a security administrator to search for loopholes, unnecessary open ports, and
other security flaws that could be running on a network. For my example, I deliberately infected my
virtual machine with a back-door Trojan3. When scanning with NMAP, not only did I discover its
open port, but I also discovered other peer-to-peer ports4 that, in a professional and secure
environment, should not be running as well.

3 Sub7 - http://www.hackpr.net/~sub7/main.shtml
4 Ports 6882 (edonkey network), and 6667 (IRC)

5

MSc – Information Security

Student ID: 0512458

Ethereal
Ethereal is a network packet analyser used for troubleshooting, and analysis of a network. It can
capture over 700 different protocols “off the wire” from a live network connection, and give a
complete overview of the packet's contents, of which includes source and destination addresses, type
of packet, and data. In the wrong hands a hacker may capture unencrypted passwords, or even obtain
enough information to inject his own poisonous packet for further penetration. However, in the right
hands, it could be used to detect malicious packets through the use of advanced filtration. For a full
list of features, visit the Ethereal website5.

The images show a live capture of all packets generated in a typical network. In this particular
example, a packet was captured of an unencrypted message being sent through the Internet.

5 Ethereal Features - http://www.ethereal.com/introduction.html#features
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Monitoring & Repair
AATools

AATools is an advanced security diagnostic tool used to protect a computer against malicious hackers
and crackers by scanning for malicious ports opened, as well as other security issues one may have in
his system. AATools has many different functions you can use,

 Port Scanner: scans ports for suspicious ones, usually opened by malicious programs such as
Trojan horses or worms.
 Proxy Analyser: tests lists of proxies and/or verifies a list of addresses on present proxy servers.
 Trace Route: shows you the path a packet sent from your machine to some other machine on the
network takes as it hops from router to router. It will show you the IP address and the actual name
of each router, line by line.
 Network Monitor: Shows you information on outbound and inbound network connections.
 Process Monitor: displays the process running on a system, along with some information on what
they are.
 Whois: a network information utility that allows you to find out all the available information
about IP addresses, host names, location, NSP name.
However, this powerful software could be a great tool for hackers when used in the wrong hands. A
hacker can scan a network for possible holes or bugs, and use them to gain unauthorized access, or to
bring down the network. But overall, if a security administrator uses such software on their system,
they can find out all the holes they have first, and with the help of NMAP, along with proper anti virus
and firewall software, they could keep one step ahead and safely secure their networks against any
unauthorized access.
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Conclusion
No system is 100% secure, but with proper training, knowledge, and the right choice of tools, an
administrator can greatly reduce the chances of penetration, theft, or data loss. The tools mentioned
here are but the tip of the iceberg. Many alternatives exist, and many different technologies can be
used, of which can range from anti virus scanners, to backups redundancy and fallbacks, to hardware
firewalls and network / security policies. The main point to note is that these utilities provide a great
advantage when it comes to evaluating and securing systems.
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Kerberos
Kerberos is a network authentication protocol system based on private-key cryptography, designed to
provide a strong authentication mechanism for client/server based applications and network
infrastructures. It allows clients to prove there identity to the server by means of a trusted third-party
server to issue session keys for interactions between the server and the clients. Kerberos is built by
MIT upon an open source infrastructure, and the underlying code, as well as the technology itself is
freely available to the public. That has given it an advantage where commercial software systems
incorporated the technology into their own products. Most modern operating systems, such as
Windows 2000, Linux and Unix distributions, such as Redhat and Sun's Solaris come built in or
include Kerberos. Even Cisco routers support Kerberos authentication for telnet connections.
The security risks
It has been known that the Internet is an insecure worldwide network. It's protocols were built to
guarantee successful delivery of information from the source to its destination. However, the main
priority of the protocols is reliability, and not security. Any hacker standing in the middle of the
transfer, or even pretending to be the destination can easily obtain the information he needs. The
hacker could sniff and obtain unencrypted passwords in both a local and a wide area network with
ease. Even the encrypted passwords could be broken into with the right tools, social engineering, and
time.
There are many different methods of attack used nowadays. Below is a summary of the most popular
methods used of which Kerberos aims to prevent.
Eavesdropping
Eavesdropping is the unauthorised interception of a data transmission, also known as the 'Man in the
Middle' attack, where a hacker intercepts specific packets to obtain information needed either in part
or whole, or to use to break into a secure system, as shown below6.

6 Image - http://www.laboratoire-microsoft.org/articles/win/OWA/images/man%20in%20the%20middle.jpg
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Masquerading
A user presents him/herself to the system as another user. This may be done in order to gain
unauthorized access to information or resources, to disseminate (mis)information in another’s name,
or to block or deny a system from operating correctly.7 It could be done from a high level (a user
physically impersonating), and can go as deep as masquerading cryptographic key signatures, IP
Addresses, or MAC Addresses.
Infiltration
Unauthorised access caused by weak security points in a system or network.
Why use Kerberos ?
Firewalls were introduced to reduce unauthorised access and increase security of the 'internal' side of
the network. However, most firewalls assume that the attacker is on the outside of the network, while
it has been researched that a very large percentage of unauthorised access and damage is done from
the inside too. Firewalls also cannot distinguish perfectly the difference between a user, and a hacker
pretending to be that user to gain information.
“firewalls are simply a less extreme example of the dictum that there is nothing more
secure then a computer which is not connected to the network --- and powered off! In
many places, these restrictions are simply unrealistic and unacceptable.”8
This is where Kerberos emerges. Kerberos aims to plug the missing hole found in between server and
client authentication. It uses a combination of cryptography and encryption so that a client and server
can prove their identities to one another, and send their data securely.

The Key Aspects
The following are the key aspects of Kerberos, in slight detail.
Kerberos Server (S):
This is the master security server, which verifies logins for users and clients. The Kerberos master
server knows all the private keys of the users and all keys that will be granted by the ticket granting
service, it’s a main server that the system works around.
Authentication Server (AS):
The Authentication Server (AS) deals with login details and requests from different user clients. The
AS also authenticates users giving them a key to be used to set up a secure channel with the server.
7 http://ac.bcc.ctc.edu/Policies/definitions.htm
8 Center for Computational Science - http://www.cmf.nrl.navy.mil/CCS/people/kenh/kerberos-faq.html#whatis
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Key Distribution Centre: (KDC)
The KDC deals with setting up a secure channel, safe from eavesdropping, by giving out a message
known as a ticket, used to gain a server's trust in a user. This way the user is trying to prove they are
who they say they are. The procedure is done via issuing a nonce – a random key with different
number and each number is different every time. The client and server do not share the same
encryption key. This generated key is known as a session key and the ticket is what helps both end
points receive the key securely.
The Kerberos ticket is a certificate that has been generated by the authentication server and its is
encrypted using the servers key. This ticket contains information on who the ticket is intended for as
well as the session key and the time stamp being used for the validity of the ticket.
Timestamps:
Timestamps are needed for directory replication and conflict resolution, as well as authentication.
Kerberos Encryption:
“The Kerberos protocol uses strong cryptography so that a client can prove its identity
to a server (and vice versa) across an insecure network connection. After a client and
server has used Kerberos to prove their identity, they can also encrypt all of their
communications to assure privacy and data integrity as they go about their business.”9
To be more specific, Kerberos uses the 'Needham & Schroeder' authentication protocol, a method of
distribution of a shared symmetric key by a trusted server and mutual authentication. There are five
basic steps for authentication and secure connection. Below is the mathematical terms used to
describe the steps, and a diagram that aids in the definition.
A, B, S

Two clients, A, B, and a
Secure server S

Na, Nb

Nonce for A and B

Kas, Kbs, keys
Kab
dec

nonce -> nonce. decryption.

1. A-> S : { A, B, Na }
2. S -> A: {Na, B, Kab, {Kab, A}Kbs}Kas
3. A-> B : {Kab,A}Kbs
4. B -> A: {Nb}Kab
5. A-> B : {dec(Nb)}Kab
9 MIT - http://web.mit.edu/kerberos/www/#what_is
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Weaknesses of Authentication with Kerberos
Kerberos is designed to be used in a small network, or set of networks. There are other limitations to
security, of which include the fact that the passwords used by the user could be easily discovered.
“Kerberos makes no provisions for host security; it assumes that it is running on trusted
hosts with an untrusted network. If your host security is compromised, then Kerberos is
compromised as well.”10
One could argue that basing the security trust onto one trusted machine could be problematic. If that
machine was targeted for an attack and was brought down, then the whole security infrastructure goes
down as well. It poses a great risk if the authentication server is compromised. Further examples of
Kerberos vulnerabilities and flaws are discussed in Appendix A.
The shelf life and future of Kerberos
Its is a known fact then when using the Kerberos network protocol you attempt to switch platforms.
Each time this is done you need a new password. This is given by the ticket granting service. The life
time of this ticket is five days from time of initial authentication. Using Kerberos five authenticate the
US Atlas SSH Gateways is a step forward. The new proposal will let you in the very near future use
Kerberos 5 passwords that will replace legacy native AFS and legacy NIS/UNIX passwords.
Conclusion
One can come to a conclusion that no matter how hard you try there will always be a flaw in the
system and there will be always new technology made in order to prevent attacks. In a man made
world no system is perfect, we just have to try our best to be safe. Kerberos is a security measure that
has more good than bad. This standard can be kept with constant upgrades and new methods to deal
with security
10 http://www.cmf.nrl.navy.mil/CCS/people/kenh/kerberos-faq.html#weakness
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System Complexity Management
When securing a network, one should make note of the complexity of modern technology. For
managing all the software, hardware, theoretical and technical cracks in a network to result in a 100%
secure and stable environment is virtually impossible.
The term 'complexity' is formally defined as, a system of many parts which are coupled in a nonlinear fashion, where a change on one side is not proportional to change on the other 11. A
If we are to take an example in chess, if you leave a game of chess over night, and someone
approaches the board and changes a character's move, the difficulty of you arriving the next day to
track back all the moves and discover the modified one is the complexity an administrator faces in
reality in a network to back trace bugs and security flaws, as well as repair them or find a solution.
One should also note that in real terms, a hacker never leaves over night.
Complexity management is not about fixing the actual security holes or bugs in a system, but it is
about making the process feasible and plausible. Physically having the ability to fix a mistake in a
piece of code is one thing, but having the advantage of simplicity, organisation, and redundancy
analysis to make the job possible is where complexity management fits in. For example, Trac12, is an
enhanced ticketing system used in many open source projects that allows for software complexity
management. Below are two images of how complexity management eases tracking both a problem in
a system as well as a change within the system's code.

11 Wikipedia - http://en.wikipedia.org/wiki/Complex_system
12 Trac – http://www.edgewall.com/trac/
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However, is the reduction of complexity always a good thing? Without complexity a system would
cease to evolve. If you have a system with ten functions, having the ability to enhance it into fifty
functions give the system a chance for expansion, even though it would mean that a user has forty
more functions to learn.
“One thing to keep in mind is that what is simple for one person, may be complex to
another - and vice versa, of course. Also, the addition of options, features, versatility, and
expansion capabilities, naturally breads a certain amount of complexity . And, efforts to
keep the operation of anything simple, usually limits the item's options, features,
versatility, and expansion capabilities. “13
As seen, complexity offers a high degree of protection at the upper levels of management and
development within a system. When the upper levels are secure and enforced by policies, the lower
levels can follow. Sometimes there are exceptions to the rule, and this can be seen with the
complexity of the Unicode standard for a system's character encoding set.

13 Loystoys - http://www.loystoys.com/info/system-complexity.html
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Unicode exploit
Definition
The general ASCII table allows for 256 characters to be used. It, however, cannot cope with the
amount of alphabetical, numerical, and general characters that exist in our multilingual world.
Unicode attempts to provide a solution, allowing for the mapping of over 65,000 characters.
Unicode by default comes pre-configured and installed in IIS 4.0 and 5.0, allowing for non English
characters to be recognised by web servers.
The Danger
The Unicode allows users to run arbitrary commands onto the web server through the web browser. It
is a serious exploit found on web servers and services. It uses a legitimate mechanism and there for in
most cases cannot be detected using an Intrusion Detection Systems.

Attack
In modern web servers (Microsoft's IIS as an example), the web daemon by default is run under the
administrator account with full privileges. This is a major security issue because if an exploit is found
within the http server, then a cracker will not only have enough privileges to bring down the daemon,
but also have full read and write access to the system itself. Using the Unicode exploit, a hacker could
simply type in the following link on his browser at his end of the system and have access to the
system.
http://www.mysite.com/..%c0%af../scripts/windows/system32/cmd.exe?/c+dir+c:\
Although many fixes have been issued out, and Intrusion Detection Systems (IDS) have managed to
scan and detect such intrusions, the complexity Unicode is high enough to trick the web server and
IDS into thinking that the URL is legitimate, and to make it extremely difficult to rectify the problem
once and for all.

And in conclusion,
To summarise, system complexity is an ever growing issue in our modern technological world.
However, complexity has its advantages in pushing forward the IT industry. System complexity
management is necessary to keep a balance between the introduction of new functions and the
reduction of errors and complications, as well as to ease the process of doing so.
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Intrusion Detection Systems
It is well known that the number of cracking incidents, unauthorised network and system infiltration,
and electronic theft is ever growing with each coming year. On one hand hardware and software
technologies become more sophisticated and aware of security, while on the other hand, complexity
of modern systems allowed for many bugs and exploits that could render a system insecure. It has
always been a 'cat & mouse' game between hackers and security administrators.
One set of components in systems that aid in security are Intrusion Detection Systems (IDS), both
software and hardware based. An IDS is a security tool designed to detect inappropriate, incorrect, or
unauthorised activity. It monitors both incoming and outgoing network traffic, analysing the data
packets for any malicious or ones that do not comply with the security policy of the system.
Modern ID Systems are not too difficult to manage. They range from software tools such as
ZoneAlarm14, a software firewall that is user friendly and can be easily managed, and can be as
sophisticated as a dedicated hardware firewall. An example of a powerful hardware IDS is Cisco's
Secure PIX Firewall15. Such systems act as a solid gateway between the inner secure network, and the
outer open network.

The main advantage of using an Intrusion Detection System is that the system acts on behalf of a
security manager, provided the manager compiles a strict set of security policies. Software and
hardware ID Systems nowadays run on fast processors that are capable of analysing vast numbers of
packets at extreme speeds, efficiency and accuracy. This supersedes what any human being could do,
and if used properly, greatly reduces the number of intrusions.
Although ID Systems are powerful, they do have disadvantages. As intelligent as they are, they base
their analysis on security policies set by a security administrator. Such policies need to be frequently
revised and updated since new security holes are discovered on a daily basis. If the administrator fails
14 ZoneAlarm - http://www.zonelabs.com/store/content/home.jsp
15 Cisco PIX 500 - http://www.cisco.com/en/US/products/hw/vpndevc/ps2030/
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to include a certain set of flaws in the policy, then the IDS will fail to protect against such
infiltrations. ID Systems have a limit to what they can learn by themselves.
IDS Limitations
•
ID Systems cannot analyse encrypted packets.
•
There are yet many loopholes that exist, such as the Unicode exploit mentioned, that an IDS
cannot prevent.
•
A continuous scanning of network traffic reduces the total throughput of the segment on
which the IDS is protecting.
•
A bottleneck effect can happen since all traffic travelling both ways has to pass through this
single point. If for any reason the system fails, then the network could be broken.
One could argue that the ID Systems provide a high degree of protection, but all a hacker needs is just
one flaw, one bug, one small misconfiguration in order to penetrate. An IDS can protect against
10,000 types of attacks, but mis-configure one, or find a new hole and it is rendered useless. This
reduces its shelf life dramatically. It's major or critical issue to date, is the fact that ID Systems
assume that an attacker is always on the outside of a network. However, recent surveys show that over
35% of discovered attacks actually occur internally16, and this is where an IDS is almost completely
vulnerable.
To conclude, an ID System provides substantial security from outside attacks, however, it is not
enough to completely base a network's security on it. No network or system is 100% error free, bug
free, and secure. A combination of strict policies, ID Systems, packet analysing tools, user rights, and
security enhanced network operating systems, is the best decision a security administrator can use. It
is always a good idea to combine several technologies together, with each set concentrating on
specific areas of security.

16 Information Security Magazine (Nov 05) http://informationsecurity.techtarget.com/magItem/0,291266,sid42_gci1137925,00.html
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